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Abstract:

In this manuscript, a new encryption approach for multiple images is proposed based on 4-weighted fractional
frequency transform (4-WFRFT) domain. First, the low frequency-components of all the images are obtained by
applying Fourier Transform on each image, which positioned at corner position of image, shifted to the central
position. Low-frequency component of each individual image is then scrambled with help of Arnold cat map
with its parameters and combined all scrambled image to form a single image with the same size that of original
image which is now ready for encryption process. Here, parameters of Arnold cat map and transform order of 4-
WFRFT treated as secret keys which are converted from Permanent Account Number (PAN) of authorize person.
The encrypted image information generated by authorize person can be recovered by applying PAN at receiver
side.
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1. Introduction

The concept of cryptography came into the existence when the huge data is being transmitted between
sender and receiver through the wireless communication channel. Cryptography is more general form of
encryption. The basics of cryptography can be easily understood mainly in term of encryption, authentication,
and integrity. Encryption is the process in which the original form of data is converted into unreadable form so
that malicious users cannot easily decode the content of the original data. Encryption is performed at the
trainmaster side. On other hand, at receiver side, decryption process is taken place, of which performance is just
reverse of the encryption process and of which purpose is to retrieve the original image/data from the encrypted
data. Some encryption techniques have same encryption keys involved between transmitter and receiver is called
symmetrical cryptography and some have distinct keys i.e. private keys and public keys is called unsymmetrical
cryptography.

The second key parameter of cryptography is authentication of the content of the message which is being
transferred. This can be understood like suppose a sender send any secret message to the receiver. Receiver
receives that message but want to know the proof that the message which is received by receiver is actually sent
by that sender or not. So this concept comes under the umbrella of authentication concept.

The third parameter of cryptography is integrity of the message in which it is studied when any sender send
that secret message to the recipient then he want to confirm the content of the message where it is discard or not.

In recent year, the applications of Multiple Image Encryption (MIE) technology are very much popular.
The advantages of using MIE technology in these applications are that, it increases not only encryption efficiency
but also enhance the facilities of huge data transmission. MIE technology is now—a—days widely used in areas
of optical image processing [01-05].

From the past decades, many forms of Fourier transform are available, which are used in various techniques
of image encryption applications. But general form of Fourier Transform called fractional Fourier transform
(FRFT) is more utilized in image encryption algorithms [06]. Some researchers have contributed their efforts to
make more secure system by including scrambling technique in their image encryption algorithms [07]. Some
researchers approached double random encoding techniques in image encryption technique to make their work
superior to others [08]. Here, it is required to mention important fact about fractional Fourier transform (FRFT)
is that it has large computational time and more complexity compare to the other one. Therefore, system based
on fractional Fourier transform become very sluggish and its efficiency becomes very poor.

On the other hand, 4-weighted fractional Fourier transform (4-WFRFT) is other form of Fourier transform
although has same significance as that of FRFT and therefore, it is widely used only on account of low
computational complexity and consequently provides quick response in the system compare to the FRFT [09-
10].

The work is segregated as follow: in section I, the present scenario of existing technologies carried out to
our proposed work are illustrated, in section I, the basic fundamental concept of 4-weighted fractional Fourier
transform and Arnold cat map involved in our work, are described. In section 11, detailed illustration of proposed
work along with its block diagram is presented on describing each block involved in that. In section IV,
simulations have been performed on MATLAB® and discussion about obtained results, and Finally, Section V
concludes the paper.

2.1 Materials and Methodology Concept of 4-Weighted Fractional Fourier Transform (4-WFRFT)

The significance of fractional Fourier transform is conversion of image domain from spatial to its

intermediate domain. Same features also happen in 4-WFRFT but due to its inherent property as compare to
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FRFT, it is very easy to utilize in image encryption of image processing applications. The 4-WFRFT with its
transform order for one dimensional signal is expressed as follows:
For an invertible continuous time signal f (x), 4-WFRFT with transform order a is expressed as follows [11-13]:

Fef 0] =wo(a)f (x) + wi(a)F(x) + wy(a)f(—x) + wz(a)F(—x) 1)
where F(k) = == [ f(x)e /¥ dx )
wi(@) = cos [(a —4[)7'[] cos IZ(a ; l)nl exp I3(a ; l)rtil @)

F(k)is frequency domain representation of a signal f(x), where, k denotes as frequency domain
andw; (a)denotesweighted coefficients, where [ = 0,1,2,3. Here, symbols f(x), f(—x) F(x), and F(—x) denote the
same signal, time inversion of signal, Fourier transform, and inverse Fourier transform respectively.

Second core ideal behind the processing on low-frequency component of an image is that Fourier transform of an
image produces the frequency domain based information, and main image information is concentrated into low
frequency spectrum which is represented on logarithm scale as shown in Fig. 01. Therefore, here only low-
frequency component is considered and high-frequency components are left as only low-frequency components
are responsible to retrieve original image by applying inverse-Fourier transform on that components.

Fig.01: Image and generated low frequency component

2.2 Concept of Arnold Cat Map
The Arnold Cat map is also included here for purpose of scrambling the pixels of low-frequency component
of an image obtained from previous steps, which is represented as follow [03]:

o N A | M4 B2 10 @

where x,,, y, are o"location of pixels in NxN image, and &, n are positive integers constant parameters.The
inherent property of Arnold Cat map is to rearrange the positions of image pixels and restores the same pixels
positions after certain iterations consequently obtained image resemble to the original image. For 256 x 256
image with parameters &£ =10, n =8, pixel positions are restored thereafter formed same image after 128 iterations.
2. Proposed Work

3.1 Key Manegment and Generation
To encrypt the multiple images by proposed technique, the key which is used for encryption process is first
generated by PAN of the sender at transmitter side with following steps as follows:
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1.The PAN assigned is converted into the American Standard Code for Information Interchange (ASCII) code for
further processing of the keys.

2. PAN is a unique code assigned to individual person of India for identification is issued by Income Tax
Department, Government of India. As PAN consists of 10 words in which five characters are capital letter
(from A to Z), next four are numerals (from 0 to 9) and last character is letter. The decimal conversion of PAN
from the ASCII table consists of total 20 digits, which are serially arrangedas per following manner:

al a, as ay as ag a; ag Qg Ay
Y AN X N \\N
~ a2 ~ a3 ~

Q16 a7 Qqg Ay9 azo

Fig. 02: Generation of keys.

3. The decimal conversionof PAN is represented in Fig. 02 from ASCII table, in which, two-two digits as per
shown pattern are extracted from that code, combined them to form iteration parameter of Arnold cat map to
shuffle all low-frequency component of each image, therefore, total 08 digits (a, a2, a, a3, a3a14, a4a,5)are
used for Arnold cat-map. After that 02 (asa,¢)digits are used by transform order of 4-WFRFT to convert
into intermediate domain of image.

3.2 Proposed Encryption/Decryption algorithm

In recent years, Multiple Image Encryption (MIE) technology is widely used to increase the transmission
efficiency and capability of the system. Here, multiple images are encrypted simultaneously, by first extracting
low frequency component from individual image with help of Fourier transform and obtained low frequency
component are scrambled with help of Arnold cat map with its parameters, produced scrambled-low-frequency
(SLF) as illustrated in Fig. 03.These SLF images are combined to form a single image with same size as that of
original image, and now, it is transformed into 4-WFRFT domain by applying 4-WFRFT transform along with
its transform order on the formed image. Now, generated image is called encrypted image which is suitable for
transmission over the communication channel.

During encryption process, parameters of Arnold cat map and transform order of 4-WFRFT are taken from
ASCII code converted from PAN of sender as shown in the Fig. 02, in which 08 digits are taken for Arnold cat
map and two digits are for 4-WFRFT. And furthermore, remaining ASCII code can be utilized in future purpose
to make more secure system. Now encrypted image is produced and ready to transmit over the wireless
communication channel.

On the other hand, encrypted image is accessed by the authorized recipient their login detail. The procedure
to retrieve the original multiple images from encrypted image is the just reverse of process adopted at the
transmitter side.

To retrieve the original images at receiver end, firstly 4-WFRFT with same transform order used at
transmitter side is applied on that image, then each SLF components corresponding to each medical image is
separated and re-scrambled low-frequency components with help of Arnold cat map with same parameter used at
transmitter side to obtain the low-frequency component. Finally, inverse Fourier transform is applied on obtained
low-frequency components to obtain all images at the receiver end.
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Fig. 03: Proposed Multiple Image Encryption technique based on 4-WFRFT.
3. Results and Discussion

Before performing experiment on MATLAB®), it is necessary to mention about images on which experiment
is performed. Here, four images or scan images form with size 256 x 256 are involved which are shown in Fig.
04.

(b)
Fig. 04: Multiple images

Its low-frequency components are extracted by applying the Fourier transform on each image and combined
low-frequency components which are represented on logarithm scale as shown in Fig. 05 (a).In our experiment,
an arbitrary PAN “CBAOE4321A” of sender is used, of which decimal conversion from ASCII Table is written
below:

a={"67" ‘66’ ‘65’ ‘79’ ‘69’ ‘52’ 51” °50” ‘49’ ‘65’}
ASCII numbers is obtained after conversion of PAN number which comes into character category. Here,
now each low-frequency component is scrambled by using Arnold cat-map with iterations {itri=62, itr, =75,
.|
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itr3=61, itr4=65} for each image taken from PAN of authorize person. And then combined all produced images to
from a single image with same size 256 x 256 as shown in Fig.05 (b) and after that 4-WFRFT with transform order
(i.e. 60)is performed on that image to produce encrypted image which is suitable for transmission over the
communication channel as shown in Fig.05 (c).

Now, to discuss the security attack of proposed technique against the malicious users, it is stated about
important point is that multiple image encrypted images are decrypted at the receiver end if correct PAN of
authorize person will be used in the system, which are being generated through simulationas shown in Fig. 05(d)
—05(g). Now, if correct secret keys are not entered into the system, then negative results are obtained at receiver
end as shown in Fig. 05 (h) — 05(k).
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ow-frequency component of each image Logarithm Scale, (b) scrambled low-frequency, (c) Encrypted multiple
images, (d)-(g) decrypted digital image with correct keys, (h)-(k) Negative result when wrong keys.
Fig. 05: Results of the proposed encryption/decryption technique

@

4. Conclusion
In this manuscript, a novel approach for encryption of multiple secret images/digital documents of person
have been proposed and this can be widely used for those person who are always connected with professional
society where certification/authentication of documents are required. It provides better facility in term of
transmission efficiency and capability of the system also, due to simultaneously transmission of multiple images
over the communication channel.
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